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1
Decision/action requested

It is suggested that the new Key issue is added to the study in TR 33.807
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Rationale

In the SA2 study for WWC, TR 23.716 [2], the Line Id has been suggested as a possible identifier for legacy gateways (FN-RGs). Solution #28 in TR 23.716 [2] has been endorsed as basis for normative work. However, it has been left out for SA3 to decide whether the Line Id needs to be protected during transfer for privacy purposes. 

This document proposes a new key issue for privacy protection of Line Id.

4
Detailed proposal

********** BEGIN CHANGES **********
5.x
Key Issue #x: Protection of Line Id

5.x.1 Key Issue details

SA2 has endorsed Solution #23 and Solution #28 in clause 6.23 and 6.28 respectively of TR 23.716 as the basis for normative work for the scenario of connecting legacy RG (FN-RG) to the 5G core (clause 8.2.11 of TR 23.716 [2]). 
In TR 23.716 [2], the Line Id has been suggested as a possible identifier for legacy gateways (FN-RGs). 
Solution #23 specifies a procedure for registration and session management of FN-RG via W-5GAN. Solution #28 specifies the use of Line ID as an input to generate a SUPI/SUCI for the given FN-RG. The SUCI, thus generated, is sent by the FAGF to the AMF in the NAS registration request it builds on behalf of the RG. The SUCI is also expected to include other parameters such as Home Network Identifier of the operator owning the FN-RG. 
According to Solution#28 in TR 23.716 [2]: 
"In case of FN-RG the AGF provides the Line Id within the SUCI put in the NAS registration request it builds on behalf of the RG and it sends to the AMF. This solution assumes that the AGF ensures that the Line Id information it provides to the AMF is accurate" (The AGF is part of the W-5GAN.)
However, the format of the SUCI based on Line Id is not specified nor is it specified if the Line Id is to be concealed (like the SUPI).
This key issue studies whether the Line Id needs to be concealed. The following aspects could be considered:

a) SUPI concealment, introduced in Rel-15, is a privacy mechanism for mitigating traceability of subscribers by using SUCI over-the-air. For the FN-RG the Line Id is transferred from the W-5GAN to the AMF over a backhaul interface (i.e., not over-the-air). 

b) Alignment of non-IMSI identifiers with the SUPI/SUCI solution. 

c) Protection of the interface between W-5GAN and 5GC, see Key issue #3 "Transport security for the interfaces between W-5GAN and 5GC".

d) Possible threats regarding Line Id tampering on the interface between W-5GAN and 5GC.

e) User privacy effects on human users behind FN-RG.
5.x.2 Security Threats

TBD
5.x.3 Potential security requirements

TBD
********** END CHANGES **********
